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Overview  
 

Audit and control processes are becoming more and more 
critical to many organizations; both to meet the requirements 
of external legislation, such as Sarbanes Oxley or ITIL, or 
internal requirements to ensure system management is done 
effectively meeting defined standards, while minimising risks. 
The complexity of the Oracle E-Business Suite, from both 
functional and technical perspectives, makes this a time 
consuming and costly process – and prone to human error. 
 

ConfigSnapshot is the most comprehensive and flexible 
configuration management system available for the              
E-Business Suite and is able to address many of these types 
of issue. An easy to use application that dramatically reduces 
the time required for such tasks, increases their accuracy, 
minimises the risks usually associated with them. 
 
Features include 
 

 Automatically document setups for over 130 modules 
and technical areas 

 Directly compare multiple environments, showing all 
fields or a summary of the differences 

 Compare operating units, sets of books etc. within an 
environment and across environments 

 Create date stamped copies of setup (baselines) 
enabling historic reporting and comparison over time 

 Full audit tracking for required setup areas 

 Document agreed setups outside E-Business Suite 
and check settings meet these requirements 

 Flexible reporting of security and access controls 

 Segregation of duties reporting 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Document and Monitor Key Setups 
 

A basic requirement of an audit and control strategy is to be 
able to understand how key areas are currently configured. 
Traditional manual documentation is both a time intensive 
process and has a high risk of error as the documentation is 
managed completely separately from the system itself. 
ConfigSnapshot’s automatic documentation of setups 
enables organizations to be able to review setups accurately 
in a fraction of the time without any duplication of effort. 
 

Furthermore, ConfigSnapshot enables tailored reporting, 
without coding, allowing organizations to create context 
based reports to monitor setups so they can be managed 
effectively and meet any company standards.  
 
Entity Comparison 
 

Organizations who manage multiple sets of books, operating 
units etc. must ensure setups are consistent across them 
where required and where they are different that this is for 
specific business or legislation requirements. This can be a 
major exercise to continuously manage. 
 

ConfigSnapshot allows direct comparison of multiple entities, 
making identification of any differences a simple exercise. 
These differences can be verified to ensure they are 
expected and quickly rectified when they are not. 
 

 

 
Environment Comparison 
 

Accurately managing setups across environments is critical to 
the success of any change management process. 
ConfigSnapshot’s comparison of setups across multiple 
environments ensures that changes are deployed correctly. 
 

Testing during the audit process should ensure controls in 
place are working as expected. Some testing cannot be done 
on the Production instance as it cannot affect live data. 
Where tests are performed on another instance it must be 
proven the Production instance is configured consistently. 
ConfigSnapshot’s environment comparison enables auditors 
to confirm the Production system is configured correctly 
based on results from the test system.  
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Comparison Across Time 
 

ConfigSnapshot’s baseline capabilities enable point in time 
capture of setups. The scope of each baseline can be tailored 
to the specific requirement, for example: 

 Regular capture of controlled setups on a Production 
environment 

 Capture of setups at key points during planned 
project work to control change during project phases  

 

 
ConfigSnapshot allows comparison between baselines and 
comparison of baselines against the current environment. 
 

Baselines enable organizations to control the change to setup 
over time where it is not necessary to track every change 
made to records. 
 
Record Notes 
 

ConfigSnapshot provides the capability to attach one or more 
notes against any setup record. These notes can be specific 
to a single environment or can be visible in any environment 
where the record exists. 
 

Record notes can be used to support the audit and control 
process. For example, to clearly annotate records that should 
not be the same in different environments so when doing 
comparisons differences can easily be identified as being 
expected. Record Notes could also be used to associate a 
change request reference with affected records. 
 
Define and Monitor Required Settings 
 

ConfigSnapshot enables setups to be recorded outside the   
E-Business Suite environment. As well as providing a 
mechanism to plan changes to the system before applying 
those changes to an environment this can also allow 
organizations to record where settings have been agreed with 
auditors as being required to be a specific value and then 
comparing the environment setting with the required value 
and reporting any deviation. 
 
 

Audit Tracking 
 

In some cases it is important to capture every change to a 
record as it happens and know who made the change. This 
permits organizations to ensure changes can be checked to 
confirm they were authorised and quickly identify any 
potential violations. 
 

ConfigSnapshot includes the capability to install full audit 
tracking for specific setup areas, capture all changes and 
report details of each change and who made it. Instead of 
restricting audit reporting to the details in isolated database 
tables ConfigSnapshot’s reporting shows how the change 
affects a particular configuration step providing more context 
about the effect of the change. 
  

 
 

Changes are captured whether they are made through the 
application or directly against one of the underlying tables. 
Reporting includes details of the IP Address and Terminal 
used to make any direct changes to help identify the 
individual responsible. 
 
Segregation of Duties Reporting 
 

ConfigSnapshot enables organizations to define constraints 
against access points in the E-Business Suite that they wish 
to be able to control, including: 

 Roles and Responsibilities 

 Functions 

 Concurrent Programs 
 

Rules are defined to specify where users should not have 
specific combinations of access points. Flexible reporting is 
provided to identify where violations to these rules occur and 
to assist in determining what actions should be taken to 
prevent these violations. 
 

Exception conditions can also be defined to help prevent 
false positives from being included in violation reporting. 
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